NudopMmannoHHas naMATKA A1 00y4A0UIUXCS

C Ka’>XIbIM I'OJJOM MOJIOACKH B MHTCPHCTC CTAHOBUTLCA 6OJ'ILHIC, 4 IIKOJIbBHUKH
OJHH U3 CaMbIX aKTHBHBIX MOJIb30BaTEICH PYHeTa. MG)KI[Y TEM, IIOMUMO OI'POMHOIO
KOJINYCCTBaA BO3MO)KHOCT€I>1, HHTCPHCT HCCCT U HpO6JICMI>I. DOTa maMmsTKa JOJIDKHa
ITOMOYb TeOe Oe30I1acHO HaXOOHUTHCA B CCTH.

KomnprorepHsie BUPyChI

KomnbloTepHblid BUPYC - 3TO Pa3sHOBUAHOCTh KOMIIBIOTEPHBIX MPOrpamM,
OTIIMYUTENILHON OCOOCHHOCTHIO KOTOPOH SIBJSIETCSI CIOCOOHOCTh K Pa3sMHOXEHHIO. B
JOTOJTHEHUE K 3TOMY, BUPYChl MOTYT MOBPEIUTH WM MOJHOCTHIO YHUYTOXXKHTH BCE
¢aiinbl ¥ AaHHBIE, TOJAKOHTPOJbHBIC IOJIB30BATENI0, OT HMEHH KOTOpOTo Oblia
3amylieHa 3apakEeHHas OporpaMma, a TaKKe IMOBPEAUTh WIA JaXe YHUUYTOXKHUTh
OINEpaIlMOHHYI0 CUCTEMY €O BceMu (ailnamu B 1eioM. B GonbpIIMHCTBE ciiyyacB
pPacupoCTPaHAIOTCS BUPYCHI UYEPE3 UHTEPHET.

MGTOI[I)I 3alIUThI OT BPCOAOHOCHLBIX IIPOI'paMM:

1. HCHOHB?»Yﬁ COBPCMCHHBLIC OIICPAINMOHHBIC CHCTCMbI, HMCIOIIIHUC CGpBé3HBIﬁ YPOBCHb
3alIUTHI OT BPCAOHOCHBIX IIPOTPaAMM;

2. IlocrosiHHO ycTraHaBnmuBail mayTu (M@POBBIE 3aIUIATKH, KOTOPbIE aBTOMATHYECKU
YCTaHABJIMBAIOTCA C IEIbI0 JIOPAaOTKH TPOrpamMMmbl) U JApyrue OOHOBJICHHSI CBOEH
orneparmoHHo# cuctembl. CkaurBail UX TOJIBKO ¢ O(UIIMATBLHOTO caiiTa pa3paboTyuka
OC. Ecnu cymiecTByeT pexuM aBTOMaTHYECKOTO OOHOBIICHMSI, BKIIFOUHU €T0;

3. Paboraif Ha cCBOEM KOMITBIOTEPE MO/ TpaBaMU MOJI30BATElIs, a HE aJIMUHUCTPATOPA.
DTO HE MO3BOIUT OOIBIIMHCTBY BPEIOHOCHBIX IPOrpaMM HHCTALTUPOBATHCA Ha TBOEM
MepCOHATLHOM KOMIBIOTEPE;

4. cnonp3yii aHTUBUPYCHBIE TPOTPAMMHBIE ITPOTYKTHI U3BECTHBIX MPOU3BOUTEIIEH, C
aBTOMaTU4eCKUM OOHOBJIEHHUEM 0a3;

5. Orpannyb GU3NIECKUIA TOCTYT K KOMIBIOTEPY JIJIsl TOCTOPOHHUX JIHII;

6. cnonb3yit BHENTHUE HOCUTENN MHGOPMAIINK, TaKhe Kak (uienika, TUCK win (hani
U3 UHTEPHETA, TOJIBKO U3 MPOGEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBaii KOMIBbIOTEpHBIC (aiiiibl, MMOJIYYCHHBIC U3 HEHAJIEKHBIX HCTOYHHUKOB.
Jlaxxe Te ¢aiiibl, KOTOpbIE MPUCTaN TBOM 3HAKOMBIN. JIydllie yTOUYHU y HETO, OTIPABIISLI
7M1 OH Te0e HX.

Ceru WI-FI

Wi-Fi - 310 He BUJI mepenayn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OPEHJ, MapKa.
Eme B 1991 rony Hunepnanackas koMmmanus 3apeructpuponaia openg « WECA», uto
o0o3Havyano cnoBocoueranue «Wireless Fidelity», koTopblii mnepeBOIUTCS Kak
«0OecpoBOIHAS TOUHOCThY.

Jlo Hamero BpeMeHHW JonmIa Jpyras aOOpeBuaTypa, KOTOpas SIBISETCS TaKOW JKe
TexHojoruer. 91o adbopeuarypa «Wi-Fi». Takoe HazBaHue ObUIO TaHO C HAMEKOM Ha
CTaHJapT BbICIIMK 3BYKOBOM TexHuku Hi-Fi, uro B mepeBome o3Ha4aeT «BHICOKAs



TOYHOCTDB).

Jla, OecrutaTHBIN MHTEPHET-I0CTYH B Kade, OTEISIX M adpoIopTax SBISCTCS OTIUIHON
BO3MOXKHOCTBIO BBIXOJ@a B HMHTEpHET. HO MHOTHE OSKCIEpThI CYUTAIOT, HYTO
obmenocrynHbsie Wi-Fi ceTu He sSBIAIOTCS O0€30MacHbIMHU.

CogeTbl 110 0e30MacHOCTH paboTe B 0OIICIOCTYIHBIX ceTax Wi-fi:

1. He nmepenaBaii cBoro nuuHyto uH(opmaluio yepe3 oOmenoctynueie Wi-Fi certu.
Paboras B HUX, jkeIaTeIbHO HE BBOAUTH MAPOJIH JOCTYTIA, JJIOTHHBI M KAKHE-TO HOMEPA;

2. Vcnonb3yi 1 OOHOBIISIA aHTUBUPYCHBIE IPOrpaMMbl U Opanamayep. Tem caMbIM Thl
oOe3omacuilb ceds OT 3aKa4yKH BUpyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonszoBanuu Wi-Fi otkmioun ¢yskmuio «OOmwmii goctyn k Qaitnam u
npuntepam». JlanHas QyHKOHMS 3aKphiTa 1O YMOJTYAHUIO, OJHAKO HEKOTOPHIE
II0JIb30BAaTENIN aKTUBUPYIOT €€ AJ1s y100CTBa HCIOIB30BaHUs B paboTe min yueoe;

4. He ucnonbs3yit nmyonumunsiii WI-FI nns nmepenauu TMYHBIX JAHHBIX, HAPUMEpP IS
BBIXO/1a B COLIMAJIbHBIE CETU UJIU B DJICKTPOHHYIO I10YTY;

5. Nnonb3yil Tonbko 3amuiieHHoe coequHenue yepe3 HTTPS, a ue HTTP, T.e. npu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

6. B moOunbHOM Tenedone otkmoun ¢yHknuto «l[logkmrouenne &k Wi-Fi
aBToMatudecku». He momyckail aBTOMaTH4e€CKOrO MOJIKIIOYEHUSI YCTPOMCTBA K CETSIM
Wi-Fi 6e3 TBoero cormacusi.

CO]_II/IaJII)HBIC CCTHU

CoumanbHbIe CETH aKTUBHO BXOJST B HAIIly KM3Hb, MHOTHE JIIOIU pabOTaIOT U KUBYT
TaM MOCTOSIHHO, a B Facebook yke 3apeructpupoBan MUIMap/1 4€JI0BEK, UTO SIBISETCS
OIHOM ceabMOM BceX KHUTeNICH miaaHeThl. MHOTHE MOJb30BaTe/IM HE MOHUMAIOT, YTO
uHpopMaiusi, pasMelieHHas UMU B COILMAJIbHBIX CETAX, MOXET ObITh HalJieHa U
HCIIOJIb30BaHa K€M YTOJHO, B TOM YHCJE HE 00s3aTeIbHO ¢ OJaruMu HaMEPEeHUSIMU.

OCHOBHBIE COBETHI IT0 0€301IaCHOCTH B ConmuaJIbHBIX CCTAX:

1. Orpannub CHUCOK Apy3ei. Y TeOs B Apy3bsX HE JODKHO OBITH CIy4aWHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3amuiiail cBOI0 YacTHYIO U3Hb. He ykaspiBaii mapoinu, TenedoHsbl, ajfpeca, naTy
TBOETO POXACHUS M JAPYryl0 JUYHYIO HHGOPMALNIO. 3JO0YMBIITUICHHUKA MOTYT
UCIIOJIb30BaTh Jaxxe WHOOPMAIMIO O TOM, KaK Thl M TBOW POJMUTENN IJIAHUPYETE
IIPOBECTU KaHUKYJIbI;

3. 3amuinail CBOIO peryTaluio - IEPKH €€ B YUCTOTE U 3a/1aBaiil cebe BOMPOC: XOTEI Obl
ThI, YTOOBI APYTHE MOJIL30BATEIN BUIEIIHU, UTO ThI 3arpyxaeuib? [logymaii, mpexae uem
YTO-TO ONMyOJIMKOBATh, HAITMCATh U 3arPy3UTh;

4. Ecnii Thl TOBOPHILB C JIFOIbMH, KOTOPBIX HE 3HACIIb, HE UCIOJIb3Y CBOE PEAIIBHOE
UMS 1 APYTYIO JINYHYIO UHPOPMAIIUU: UMSI, MECTO KUTEIHCTBA, MECTO YU€ObI U MPOUEE;

5. N36erait pasmenienus pororpaduii B UHTepHETE, 171 Thl N300pa’kKeH HA MECTHOCTH,
M0 KOTOPOI MOXKHO OTIPENETUTHh TBOE MECTOIOJIOKEHHE;



6. [Ipu peructparuu B CONMAIBHON CETH HEOOXOAMMO HCTIOIB30BaTh CJIOKHBIE TTAPOJIH,
cocTosime U3 OyKB ¥ P U C KOJIMYECTBOM 3HAKOB HE MEHee §;

7. dns conranbHON CEeTH, TOYTHI U IPYTUX CAaUTOB HEOOXOJUMO HCIOIb30BaTh Pa3HbIe
napoiu. Toraa ecnu Te0s B3IOMAIOT, TO 3JIOYMBIIIJIEHHUKH MOJIyYaT AOCTYI TOJIBKO K
OJTHOMY MECTY, a HE BO BCE Cpasy.

SHCKTpOHHBIG JCHBI'N

SHCKTPOHHLIG JACHBI'H — 3TO OYCHb YHO6HBIﬁ CItIoco0 HH&TG}KGI‘/’I, OIHAKO CYIICCTBYIOT
MOHIICHHHUKHN, KOTOPBIC XOTAT ITOJIYUUTb 3TU ICHbBI'U.

DNEKTPOHHbIC JEHbIU MOSIBUIIMCH COBCEM HEIaBHO M MMEHHO M3-3a 3TOTO BO MHOTHUX
rOCy/IapCTBax JI0 CUX MOP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccum xe oHM (PYHKIMOHHMPYIOT MU O HHUX YK€ IMPOMHUCAHO B 3aKOHE, TAEC HX
pa3IesAIoT Ha HECKOJIBKO BUJOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3zHunia B TOM, 41O
AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs MNPOBOIUTH oOmepanuu 0e3
UACHTU(UKALUKA TIOJB30BATENs, & B HEAHOHUMHBIX HMJICHTHU(PUKAIUU MOJIb30BATEISA
ABJISIETCS 00S3aTENBbHOIA.

Taxxe crnemyeT pa3nuyaTrh dJIEKTPOHHBIC (hUATHBIE JEHBI'H (PaBHBI TOCY/IapCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHBIC HE(UATHBIC ICHBI'M (HE PABHBI TOCYJAPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MACHOM paboTe € AIEKTPOHHBIMU JICHBIAMHU:

1. ITpuBsixku K cyeTy MOOUITBHBIN TeraedoH. DTO camblil yIOOHBIM U OBICTPBIA CIIOCOO
BOCCTAHOBUTH JOCTYTI K cueTy. [IpuBsi3zaHHbIi TeneoH MOMOXKET, eclid 3a0y/ielib CBOH
IJIATEKHBIN NApOJIb WM 3aiJE1Ib HA CAUT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnonw3yi omHopa3oBble naponu. [locne nmepexona Ha YCHIEHHYIO aBTOPU3ALIMIO
Tebe y)xe He OyZleT yrpoKaTh OMACHOCTh KPayKu WM MepexBara IIaTeXKHOro naposis;

3. Bbibepu cioxubiit maposb. [IpecTynHukam OyaeT HE MPOCTO yraaarh CIOMKHBIN
napoib. HanexxHple mapoiu — 3TO NMapoiiu, KOTOPbIE COAEPKaT HE MEHEE 8 3HAKOB U
BKJIFOYAIOT B C€0sl CTPOYHBIC U MPOMUCHBIE OYKBBI, UPPHI U HECKOJIBKO CUMBOJIOB,
TaKHe KakK 3HaK Jojuiapa, GyHTa, BOCKIMIIATEIbHBIN 3HaK U T.1. Hanpumep, StROng!;;

4. He BBOJIM CBOM JINYHBIE JIaHHBIE HAa caiiTaX, KOTOPBHIM HE JJOBEPSIECIIIb.
DNEeKTpOHHAs TTOHTA

DNEKTPOHHAS MOYTa — 3TO TEXHOJIOTUS U MPEOCTABIISIEMBIE €10 YCITYTH IO IMEPECHUIKE
Y TIOJTYYE€HHIO DJIEKTPOHHBIX COOOIIEHUH, KOTOPhIE PACTIPEEIISIOTCS B KOMITBIOTEPHOM
cetd. OOBIYHO AJIEKTPOHHBIN TMIOYTOBBIM SIIUK BBINIAIUT CISAYIOMUM OO0pa3oM:
UMS_TIOJIb30BaTeNsA(@uMs_ToMeHa. Takke Kpome mepeadr MpoCcToro TEKCTa, MMEeTCs
BO3MOXKHOCTH IepeiaBaTh (paiibl.

OCHOBHBIE COBETHI 110 OE30ITaCHON PadOTE C IIECKTPOHHOM MOUTOM:

1. Hago BbIOpaTh NpaBMIIbHBINA OYTOBBIN CEpBUC. B HHTEpHETE €CTh OrPOMHBIN BHIOOP
O€CIUIaTHBIX MOYTOBBIX CEPBUCOB, OAHAKO Jy4lIE JOBEPSTh TEM, KOTO 3HAEIIb U KTO
IIEPBBI B PEUTUHTE;

2. He yka3piBail B TMYHOM mouTe JuuHyl0 nHGopmanuio. Hampumep, sydiie BoIOpaTh



«My3bIKaTbHBIN _(aHaT@» uinn «pok2013» BMecto «Temal3dy;

3. Ucnionk3yit IByX3TaHYO aBTOPU3AIIAI0. DTO KOT/Aa IOMUMO MapoJis Hy>KHO BBOJAUTh
KOJI, MPUChLIaEMBbI 110 SMS;

4. BoiOepu CHOXHBIA Mapoiib. sl KaXJI0ro MOYTOBOTO SIIMKA JIOJDKEH OBITh CBOU
HAJICKHBIN, YCTOMYUBBIN K B3JIOMY M1apOJib;

5. Ecnu ecTh BO3MOKHOCTh HAIMCATh CAMOMY CBOW JIMYHBIA BOIPOC, UCTIOJIB3YH ITY
BO3MOKHOCTB;

6. Mcnonb3yli HECKOJIIBKO MOYTOBBIX SIIMKOB. [IepBbI 111 4acTHOM NEPENHCKHU C
azpecaramu, KOTOPbIM Thl I0BEPSCIIb. JTO JIEKTPOHHBINA aApec HE Ha/l0 UCIOIb30BaTh
IIpU perucTpaiuu Ha GopyMax U cairtax;

7. He oTkpwIBail ¢aiiinpl 1 Apyrue BIOKECHHUS B MAChMaxX JaKe €CJIM OHU MPHUIIUIA OT
TBOUWX Jpy3el. Jlydie yTounn y HUX, OTIPABIISIIN JIX OHU TeOe 3TH (haiibl;

8. Tlocne oxoH4aHUsi paOOThl HAa MOYTOBOM CEPBHUCE MEPENl 3aKPHITUEM BKJIAIKHU C
caitom He 3a0yp HaXaTh Ha «BBIATHY.

KI/I6€p6y.TIJ'II/IHF HJIM BUPTYAJIbHOC U3ACBATCIILCTBO

KI/I6€p6y.TIJ'II/IHF — HIPCCICAOBAHUC COO6HICHH$IMI/I, COoACPIKaAITUMH OCKOp6JIeHI/I$I,
arpCCCuIo, 3allYTMBAHHUC, XYJINI'aHCTBO, COIHAJIBHOC 60ﬁKOTHp0BaHH€ C IIOMOIIBIO
Pa3JINYHbIX HHTCPHCT-CCPBHUCOB.

OcHoBHBIE COBETHI IO 0OpbOE ¢ KUOEPOYITUHTOM:

1. He Opocaiics B 60ii. JIydmunii crioco0: MOCOBETOBAThCS KaK ceOsl BECTH U, €CIU HET
TOT0, K KOMY MOKHO OOPaTUThCs, TO BHaYaJIe YCIIOKOUTHCS. ECIM Thl HaUHEIIh OTBEYATh
OCKOpOJICHUSIMH Ha OCKOPOJICHUS, TO TOJIBKO €111€ OO0JIBIIE Pa30XkKKENTh KOH(IUKT;

2. Ynpagnsiii cBoel kubeppenyTanuei;

3. AHOHUMHOCTb B ceTH MHUMasd. CylIeCTBYIOT COCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHMMHBIM AKKAyHTOM;

4. He cTouT BecTu XylnUraHCcKuil 00pa3 BUpTyalibHOM sku3HU. IHTepHET (puKcupyer Bce
TBOU JICCTBUS U COXPAHSET UX. YIAIUTh UX OyJIeT KpaiiHe 3aTPyIHUTEIHHO;

5. Cobunronait CBOM BUPTYaJIbHYIO YE€CTh CMOJIOAY;

6. UrHopupyii enuHuuHbId HeratuB. OIHOpPA30BbIE OCKOPOWTEIBHBIC COOOIICHHS
Jydiine urHopupoBarb. OOBIYHO arpeccus MpeKpaiiaeTcs Ha HadaabHOM CTaauu;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIICHUSIMHU, B
COIMAIBHBIX CETAX €CTh BO3MOXHOCTh OJIOKMPOBKH OTIPABKHA COOOIICHHA C
OTIPEJICTICHHBIX aJIPECOB;

8. Ecnmm T1bl cBuuerenb kuOepOymumHra. TBouW JEHCTBHS: BBICTYNUTH MPOTHUB
npecienoBarelnis, MoOKa3aTh €My, YTO €ro JeHCTBHSI OIICHUBAIOTCS HEraTUBHO,
NOJJEPKaTh KEPTBY, KOTOPOH HYKHA IICUXOJIOTHYECKAst TOMOIIb, COOOUTUTH B3POCIIBIM
0 (paKkTe arpecCUBHOIO MOBEJCHUS B CETH.

MoOwbHBIN TenehoH



CoBpeMeHHbIe CcMapT(HOHBI W IUIAHIIETHI COAEPKAT B ceOe BIOJHE B3POCIHBIN
(GyHKIIMOHAN, W TeNepb OHU MOTYT KOHKYPUPOBAaTh CO  CTAallMOHAPHBIMU
KoMIibroTepamu. OTHAKO, CPENICTB 3ATUTHI JIJIs TOI0OHBIX YCTPONCTB IMOKAa OYEHB MaJIO.
TecTtupoBaHuEe U IOUCK YSA3BUMOCTEN B HUX MTPOUCXOJIUT HE TAK UHTEHCUBHO, KAK JIJIS
1K, To ke camoe KacaeTcsi 1 MOOMJIbHBIX TTPUIIOKEHUH.

COBpCMGHHI)Ie MOOHIILHBIE 6payzepbl YKC IMPAKTHYCCKH OOTHAJIX HACTOJILHBIC
dHaJIOI'u, OAHAKO PaCIINPCHUC (I)YHKHI/IOHaJIa BJICUET 32 COOOH 6OJII>IHy1'O CJIIOKHOCTD U
MCHBIIYIO 3aIIIMIIICHHOCTD.

Jlaneko He Bce MPOU3BOAUTENH BBIMYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIINE KPUTHUYECKHE
YSI3BUMOCTH JIJII CBOUX YCTPOMCTB.

OcCHOBHBIE COBETHI JIJIsI 0€30MTaCHOCTH MOOUILHOTO TenedoHa:

1. Huuero He siBIsieTCs MO-HACTOSIIEMY O€CIUIaTHBIM. Bylab OCTOpPOXKEH, BEIb KOTa
Tebe nmpeaiaraloT OecriaTHbIM KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHE-TO IJIaTHBIE
YCIYTH;

2. lymaii, npexe yem ornpaButb SMS, poto vim Bumeo. Thl TOUHO 3HAEIIb, T/I€ OHU
Oya1yT B KOHEYHOM UTOTE?
3. Heo6xoaumo 0OHOBIISATH OMIEPAIIMOHHYIO CUCTEMY TBOETO CMapT(hOHA;

4. Vlcionb3yil aHTUBUPYCHBIE MPOTPAMMBI JIJII MOOMJIBHBIX TE€JIE(OHOB;

5. He 3arpy>1<aﬁ IMPUIIOKCHUA OT HCU3BCCTHOI'O UCTOYHHKA, BCIb OHHU MOT'YT COIACPKATH
BPCAOHOCHOC IIPOIrpaMMHOC 06€CHe‘leHI/IC;

6. Ilociie Toro Kaxk Thl BBIAJENIB C cailTa, TA€ BBOAWI JIMYHYIO HH(POPMALIMIO, 32l B
HacTpOMKH Opay3epa u ynanu cookies;

7. Ileppoguyecku IpOBEPSN KAKUE TJIATHBIE YCIYTH AKTUBUPOBAHBI HA TBOEM HOMEDPE;

8. JlaBail cBOil HOMep MOOUIILHOTO Telle(OHA TOJIBKO JIFOJSM, KOTOPBIX Thl 3HACIIb U
KOMY JOBEpSEILIb;

9. Bluetooth nomkeH OBITH BBIKIIOYEH, KOTJIa Thl UM HE MOJb3yelibcsi. He 3a0biBaii
HMHOTJIA TIPOBEPSATH ATO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPBl - 3TO KpPACOYHbIE, 3aXBaTBHIBAIOIINE pPAa3BICUCHUS,
00OBEIMHSIIONTUE COTHH THICSY YEJIOBEK M0 BceMy MUpy. Irpoku ucclieyroT JaHHBI UM
MUp, OOIIAIOTCS APYT C APYTOM, BBINOJHSIOT 3aJaHUs, CPAKAIOTCS C MOHCTPAMU U
MOJTy4al0T OMBIT. 3a YAOBOJBCTBHE OHHM IUIATAT: MOKYMAOT JHCK, OIUIAYUBAIOT
a0OHEMEHT WJTU IPUOOPETAIOT KAKUE-TO OIIIUH.

Bce stu cpenctBa uayT Ha TNOAJAEpKaHWE M Pa3BUTHE WIPbl, a TaKXKE€ Ha caMmy
0€30MacHOCTh: COBEPLICHCTBYIOTCSI CHCTEMbl aBTOpPU3AIMH, BBITYCKAIOTCS HOBbBIE
natuu (nupoBbIe 3aIaTKU JJIsl IPOrPaMM ), 3aKPbIBAIOTCS YI3BUMOCTH CEPBEPOB.

B HO)106HBIX HUrpax CTOUT OIaCaThbCsa HE CTOJBKO CBOMX COIICPHHUKOB, CKOJIBKO KPaXn
TBOCTO IapoOJisd, HAa KOTOPOM OCHOBaHA CUCTEMaA aBTOpU3alluN OOJIBIIMHCTBA urp.



OcHOBHEBIE COBETHI IO OE30IIACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Eciu apyroii urpok BeZeT ce0sl MI0X0 WK CO3AaeT TeOe HEMPUATHOCTH, 3a0J0KUpYH
€ro B CITUCKE UTPOKOB;

2. Homanyﬁca AIMHUHHUCTPATOpAM HI'PBI HA IINIOXOC IIOBCACHHUC JOTOIO HI'POKA,
JKCIIATCIIBHO MMPUIIOKHUTE KaKHC-TO NOKA3aTCJIbCTBA B BUAC CKPHUHOB,

3. He yka3biBaii muunyto uHbopmMaliuio B npodaiiiae urpsr;
4. YBakail Apyrux y4aCTHHUKOB 110 UTPE;

5. He ycranaBnmmBaii HeopuImaabHbIC TaTIYH U MOJBI;

6. Mcnionb3yii CIIOXKHBIE U pa3HbIC MapOiIu;

7. Jlaxxe BO BpeMs WUIPbl HE CTOMT OTKJIIOYaTh aHTUBHpPYC. [Ioka ThI urpaems, TBON
KOMIIBIOTEP MOTYT 3apa3uTh.

OUIIMHT UIN Kpaxa JIMYHbIX JaHHBIX

OOBIYHOIN Kpakel JeHer U JOKYMEHTOB CErOAHS Y€ HHUKOrO HE YAMBHIIb, HO C
Pa3BUTUEM HMHTEPHET-TEXHOJIOTUN 3JIOYMBIIUIEHHUKU IIEPEMECTUIINCH B UHTEPHET, U
IPOIOJIKAIOT 3aHUMATHCS IFOOMMBIMY JIEJIOM.

Tax nmosiBUNIACH HOBasl yrpo3a: UHTEPHET-MOIIEHHUYECTBA WU (DUILIUHT, TIIaBHAs LIEITh
KOTOPOTO COCTOUT B TOJYYCHUH KOH(UICHIMATIBHBIX JaHHBIX I[OJIb30BaTeIeH —
JIOTUHOB M mapoiieid. Ha anrnuiickom si3bike phishing unraercs kak ¢umuar (ot fishing
— pbIOHast TOBIIS, password — maposb).

OcHOBHBIE COBETHI IO OOPHOE C (PUIITMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciau Thl momo3peBaellb, YTO TBOSI aHKETa OblLia
B3JIOMaHa, TO HEOOXOIUMO 3a0JIOKUPOBATH €€ U COOOIIUTh aJIMUHUCTPATOPaM pecypca
00 2TOM KaK MOKHO CKOpEE;

2. HWcnonb3yit Oe3omacHble BeO-CaiiThl, B TOM YHCJIE, HUHTEPHET-Mara3uHoB W
ITOMCKOBBIX CUCTEM;

3. Ucnonw3yit ciaoxHbie U pa3Hble napoiau. TakuMm oOpa3om, eciikd TeOsi B3JIOMAIOT, TO
3JIOYMBIIIJICHHUKH TTOJTy4aT IOCTYT TOJIBKO K OTHOMY TBOEMY MTPO(HIIIO B CETH, a HE KO
BCEM;

4. Ecnu Te0s B3710Maji, TO HEOOXOMMO TIPEYTPETUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE
no0aBiieHbl y T€Os B IPY3bsIX, O TOM, UTO T€Os B3JIOMAJIH U, BOSMOXKHO, OT TBOETO UMEHU
OyIeT pacchbuIaThbCs ClIaM M CCHUTKU Ha (DUIITMHTOBBIE CAThI;

5. YcranoBu Hanexubli maposb (PIN) Ha MoOUITBHEIN TenedoH;
6. OTKIIIOYN COXpaHEHHE MMapoJis B Opay3epe;

7. He otkpeiBaii (paityibl U Ipyrue BIOXKEHUS B MUChMaX JaXKe €CIU OHU MPHUIIUIH OT
TBOUX Jipy3eil. Jlyunie yrouHu y HUX, OTIPABIISUIM JIM OHU TeOe 3TH (aiiibl.

Hudposas penyranus

Hudposas penyTtaius - 3T0 HEraTUBHAS WK MO3UTUBHASA UH(POpPMAIUs B CETH O TeOe.



Komnpomerupytromas napopMaiis pa3MelieHHass B UHTEPHETE MOXKET CEPhE3HBIM
o0pa3oM OTpa3uThcsa Ha TBOEH peanbHOM xu3HU. «[{udposas penyrauus» - 370 TBOU
UMUK, KOTOPBINA (popmupyeTcst u3 uHopmaiuu o Tede B MHTEpHETE.

TBoe MecTo KHUTCJIbCTBA, y‘I€6I)I, TBOC (1)I/IH8,HCOBOC ITOJIOKCHHC, 0COOCHHOCTH
XapaKkTepa U pacCCKa3bl O OJIM3KHX - BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue moAPOCTKH JISTKOMBICIICHHO OTHOCSATCS K MyOJUKAIMK JINYHON WHPOpMAIH
B VHTepHeTe, He MMOHMMAs BO3MOXXHBIX MOCIEACTBUNA. Thl JaXke HE CMOXEIIb
aoramarbess 0 ToM, 4To (otorpadus, pasMemieHHas 5 JIET Ha3aj, CTaja MPHYUHON
OTKa3a MPUHSATH TeOs Ha padoTy.

KommenTapuu, pasmemnieHue TBoux Qotorpaduii u Apyrue OEHCTBUS MOTYT HE
MCYE3HYTh AK€ IIOCIE TOr0, KaK Thl UX yAalullb. Thl HE 3HACIIb, KTO COXPAHMUII ATy
uH(pOpMAIUIO, ToMaja M OHAa B TMOHCKOBBIE CHCTEMBl U COXPAaHUJIACh JIM OHA, a
ITIABHOE: YTO MOAYMAIOT O TeOE OKPYKAOILIEe JIFOAU, KOTOPhIE HAWAYT U YBUIAT 3TO.
Haiiti nHopmariyio MHOTO JIET CITYCTSI CMOKET JIF000M - Kak U3 JOOPBIX MOOYXKACHUH,
TaK U C HAMEPEHUEM PUUUHUTD BPEA. ITO MOKET ObITh KTO YTO/IHO.

OcHOBHBIE COBETHI 1O 3alIUTE U(PPOBOI permyTauu:

1. ITogymaii, mpexkae 4eM 4To-TO MyOIMKOBaTh U TEpe/aBaTh y ceOs B OJiore Wi B
COLIMAJIbHOM CETH;

2. B HacTpoiikax npo@uiisi yCTaHOBU OTPaHUYECHUS Ha IPOCMOTP TBOETO MPOQIIIS U €ro
COJIEPKUMOTO, CAENAl €ro TOJIbKO <« IPY3€Ei»;

3. He pa3meniaii 1 He yka3bIBail HHPOPMAIIMIO, KOTOPAs MOXKET KOTO-TM00 0CKOPOJIATH
WA OOMKATh.

ABTOPCKO€E IPABO

CoBpeMeHHbBIE IIKOJIFHUKH- AKTUBHBIE TIOJH30BATEIN IH(PPOBOTO TMPOCTPAHCTBA.
OnHako Janeko He BCE 3HAIOT, YTO MOIH30BAHIE MHOTUMH BO3MOXKHOCTSIMH ITU(POBOTO
Mupa TpeOyeT cOOIIONEHHS PAaB Ha UHTEIJUIEKTYalIbHYI0 COOCTBEHHOCTb.

TepMuH «uHTEIIEKTyaIbHAs COOCTBEHHOCTHY» OTHOCHUTCS K PA3JIMYHBIM TBOPEHHSIM
YeJIOBEYECKOTO yMa, HauyMHas C HOBBIX HM300pETEHUN W 3HAKOB, O00O03HAYAIOIIMX
COOCTBEHHOCTh Ha TMPOJIYKTHI W YCIYTHM , M 3aKaH4YMBash KHUTaMH, (oTorpadusimu,
KMHO(DUIbEMaMH U My3bIKaJIbHBIMU TIPOU3BEICHUSIMHU.

ABTOpCKUE IpaBa - 3TO NpaBa Ha UHTEJIEKTYaJIbHYI0 COOCTBEHHOCTh Ha ITPOU3BEICHUS
HayKH, JUTEepaTypbl U UCKYCCTBA. ABTOPCKHUE IIpaBa BHICTYIAIOT B KaY€CTBE rapaHTUU
TOTO, YTO UHTEJUIEKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HE OyJeT HapacHbIM, 1aCT EMY
CTpaBe/IMBbIE BO3MOXKHOCTH 3apa0oTaTh Ha pe3yJbraTax CBOETro Tpyaa, MOIYUYHUThb
M3BECTHOCTH U Npu3HaHue. HukTo 6e3 paspemieHus aBTopa He MOKET BOCTIPOU3BOIUTH
€ro TMpOW3BENEHUE, PACIPOCTPAHATh, IMyOJMYHO JEMOHCTPUPOBATh, IIPO/IABATh,
UMIIOPTHPOBATh, MMyCKaTh B MPOKAT, MTyOJIWYHO HMCIIONHATh, MOKA3bIBATH/UCIIONHATE B
adupe wiu pazmewiats B MiaTepHere.

Hcnons3oBaHue «mUparckoro» MPOTPaMMHOTO OOECHEUEeHUsT MOXXET IPUBECTU K
MHOTHM PHUCKaM: OT TMOTEpHU JAHHBIX K TBOMM aKKayHTaM JO OJIOKMPOBKH TBOETO



YCTPOWCTBA, T1I€ YCTAHOBJICHHBIN HE JieTalibHas mporpamma. He cTouT Takke 3a0bIBaTh,
YTO CYIIECTBYET JIeTaJbHbIe U OECIIaTHbIE MPOrPAMMBbl, KOTOPbIE MOYKHO HAWTH B CETH.

O nopraine

CereBu4oK.pp - TBOM IVIaBHBI COBETYHMK B CETU. 37€Chb Thl MOXEIb Yy3HATh O
0€30MacHOCTH B CETH MOHITHBIM U JIOCTYNHBIM SI3bIKOM, a MPU BO3HUKHOBEHHUH
KPUTUYECKOM CHUTyallud OOpaTUTbCA 3a COBETOM. A TakKe MNPUHATH y4dacTue B
KOHKYpCax M CTaTh CaMbIM LU(PPOBBIM TpaxaaHUHOM !



