IMAMATKA JUIA ObYYAIOHIUXCA _
Ob TH®OOPMAIIMOHHOU BE30ITACHOCTHU JETEN

HEJIb351

1.

Bcem monpsi cooOmaTek CBOIO YacTHYIO HMH(OpMaiuio (HacTosdlue HuMms,
dbamunuto, TenedoH, aapec, HOMEp MIKOJbI, a Takke (GoTorpaduu CBOU, CBOCH
CEMBHU U JIpy3€i);

2.  OTkpbIBaTh BIIOKCHHBIC (ailsibl AJEKTPOHHOW IMOYTHI, KOTJAa HE 3HAeIlb
OTIPABUTENS;

3. I'pyOutb, mpuamparbcs, OKa3bIBaTh JaBJICHHE - BECTH CeOsl HEBEXKIMBO U
arpecCUBHO;

4. He pacnopsikaiicsi JeHbraMu TBOCH ceMbU 0€3 pa3pelieH s CTapIluX - BCeraa
CIIpalll¥Ball pOAUTEIIEH;

5. He Bcrpeuatica ¢ IHTepHET-3HAKOMBIMH B peabHON KU3HHU - TTOCOBETYHCS
CO B3pOCJIBIM, KOTOPOMY JIOBEPSIEIIIb.

OCTOPOXHO

1. He Bce numyTt npaBay. Yuraemib o cebe HenpaBay B MaTepHeTe - cooliu 00
HTOM CBOUM POJHTEIISIM WM ONEKyHaM;

2. llpurnamarT nepenuchiBaThCs, UrpaTh, OOMEHUBATHCS - MPOBEPbH, HET JIU
IIO/IBOXA,;

3. Hesakonnoe xonupoBanue (aiinos B IHTepHETE - BOPOBCTBO;

4. Bceraa paccka3biBail B3pOC/IbIM O IIpo0OjieMax B CETH - OHU BCErJa MOMOIYT;

5. Hcnonb3yit HacTpoilku 0€30MaCHOCTH W MPHUBATHOCTH, YTOOBI HE MOTEPSTH
CBOM aKKayHTBI B COLICETAX U APYTUX MOpTaJIax.

MOKHO

1. VYBaxaii Ipyrux noib30BaTelei;

2. Ilonwp3yeuibcss UHTEpHET-UCTOYHUKOM - Jieflail CChUIKY Ha HETO;

3. OTkpbIBail TOJBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4.  OOGmaThCs 3a MOMOIIBIO B3POCIBIM - POJUTENH, ONEKYHBI M aIMUHUCTPALIUS
CalTOB BCETJa IIOMOI'YT;

5. Ilpoiinu obyuenue Ha caifte "CeTeBHUOK" M TOJIYYH MACIOPT IU(POBOTO

rpaxaaHuHal



NHOPOPMAIIMOHHASA ITAMATKA
IS OBYYAIOHIUXCSA

C KaxapIM TOJIOM MOJIOJCKH B HWHTEPHETEC CTAHOBHUTHCSA OOJbIIe, a
IIKOJIbHUKA OJHU W3 CaMbIX AaKTUBHBIX NOib30oBarener PyHera. Mexny tewm,
IIOMHUMO OTPOMHOT0 KOJHWYECTBA BO3MOXXHOCTEM, MHTEPHET HECET M IMPOOJIEMBI.
OTa mamMATKa J0KHA IOMOYb TeOe 0€30IacHO HAXOAUTHCS B CETH.

KoMmnbroTepHbie BUPYChI

KoMIbIoTepHBIl BUpYC - 3TO Pa3HOBHIHOCTH KOMITBIOTEPHBIX IPOTrPaMM,
OTJIMYUTENHHON OCOOEHHOCTHIO KOTOPOM SBISIETCSI CITOCOOHOCTH K Pa3MHOKEHHUIO.
B nomnonHeHne K 3TOMY, BUPYCHl MOTYT TMOBPEIUTH HJIH MOJHOCTHIO YHUYTOXKHUTH
BCe (haiiiIbl U JaHHBIC, TOJKOHTPOJIBHBIE TIOH30BATENI0, OT HIMEHU KOTOPOTO ObLIa
3aIynieHa 3apakeHHasl Mporpamma, a TakKe MOBPEIUTh WU JTAXKe YHHUYTOKHTH
OTIEPAIIMOHHYIO CHCTEMY cO BceMH (haitamu B 1e7IoM. B OONBIIMHCTBE CllydacB
PacIpOCTPaHSIOTCS BUPYCHI Yepe3 UHTEPHET.

Merto/ibl 3a1IUTHI OT BPEIOHOCHBIX MPOrPAMM:

1. Hcnonb3yli COBpEMEHHBIE OINEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIM
YPOBEHb 3AIIUTHI OT BPEAOHOCHBIX MTPOrpamM;

2. IlocrosHHO ycTaHaBnuBail mautd (UMQPOBBIE  3aIUIATKH, KOTOpHIE
aBTOMAaTHUYECKH YCTAaHABIMBAIOTCS C LENbI JOpPabOTKH MIPOrpamMMbl) M
Jpyrue OOHOBJICHUS CBOEH orneparuoHHOU cucteMbl. CKaunBail UX TOJBKO C
opunmanbHoro caiita paspadorunka OC. Eciaum cymecTtByeT pexum
aBTOMAaTHUYE€CKOr0 OOHOBJICHMSI, BKJIIOUH €r0;

3. Paboraii Ha CBOEM KOMIBIOTEpE IO TIpaBaMH TIOJb30BATENsA, a He
aJIMUHUCTPATOPA. ITO HE TO3BOJIMT OOJBITUHCTBY BPEJOHOCHBIX MPOTpamMm
WHCTAJUTMPOBATHCS HA TBOEM MEPCOHATLHOM KOMIIBIOTEPE;

4. Hcrnonb3yil  aHTHUBUPYCHBIE  MPOTPaAaMMHBIE  TPOAYKTHI ~ W3BECTHBIX
MPOU3BOJIUTENICH, C aBTOMATUYECKUM OOHOBJIEHUEM 0a3;

5. Orpannyb GpU3HUECKUI TOCTYN K KOMIBIOTEPY JIJIsl TOCTOPOHHUX JIUII;

6. Hcnonw3yii BHEIIHKWE HOCUTENU WH(MOpMAIUK, TaKue Kak (IIelka, JUCK WIIH
¢aiin u3 UHTEpHETA, TOIBKO U3 MPOBEPEHHBIX UCTOYHHUKOB,

/. He otkpbBalli KOMIbIOTEpHbIE (aillibl, IOJYYEHHbIE W3 HEHAJEKHbBIX
UCTOYHUKOB. Jlaxke Te (ailnbl, KOTOpble MpuUcHal TBOW 3HaKoMbId. Jlyumie
YTOYHH Y HETO, OTIIPABJISUI JIU OH TeOe uX.



Cerun WI-FI

Wi-Fi - 310 He BuJ nepefaun JaHHBIX, HE TEXHOJIOTHS, & BCEro JIUIIb OpEH]I,
mapka. Eme B 1991 rony HuumepiaHickasi KOMIIaHHMSI 3aperucTpupoBana OpeH.
"WECA", uto o6o3Hauano cnoBocodyeranue "Wireless Fidelity", xoropsiii
NepeBOUTCSA Kak "OecrpoBOHAs TOUHOCTH .

Jlo Hamiero BpeMeHu Jolia apyras ad0peBuaTypa, KoTopasi sSIBIsSI€TCS TaKou
e TexHosnoruer. Jto abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C
HAMEKOM Ha CTaHJapT BhICHIEW 3ByKOBOM TexHuku Hi-Fi, uro B mepeBoje
O3HA4YaeT "BBICOKASI TOYHOCTH'".

Ja, OecriiaTHBIM MHTEPHET-AOCTYN B Kade, OTEIsAX U adpornoprax SBISETCS
OTJIMYHOW BO3MOKHOCTBIO BBIXOJa B MHTEpHET. HO MHOTHE 3KCIEpPThI CUUTAIOT,
gyt0 obmenoctymnubie Wi-Fi cetn He SBISIFOTCS O€30TacHBIMH.

CoBeThblI 10 6€30MmacHOCTH padbOTHI B 001IeAOCTYTHBIX ceTsix Wi-fi:

1. He mepenaBaii cBo JIMYHYIO HHGOpMAIKIO uepe3 odmeaocTymubie Wi-Fi
cern. PaGorast B HUX, ®eNaTelbHO HE BBOJIUTH MAPOJH JOCTYIIA, JIOTHHBI U
KaKue-TO HOMEpa,

2. HWcnone3ylhi u OOHOBJSIH aHTUBUPYCHBIE TporpamMmbl M Opanmmayep. Tem
caMbIM ThI 00€30MacHIlb ce0s OT 3aKaYKH BUPYyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnonszoBanuu Wi-Fi otkmtoun pyukmuro "OO6mmii noctyn k daitinam u
npuHTepaM”. JlaHHas QyHKIUS 3aKphITa 10 YMOJYAHUIO, OJTHAKO HEKOTOPBIC
MOJTb30BATENI aKTUBUPYIOT €€ Il yA00CTBa MCIOIB30BAaHUS B pabOTe WU
yuebe;

4. He ucnons3yit myonuunsii WI-FI ns nepegaun TUYHBIX TaHHBIX, HATIPUMED
JUIS1 BBIXOJ1a B COLIMAJIBHBIE CETH WIIM B DJIEKTPOHHYIO TIOUTY;

5. Hcnonw3y#i Tonbko 3amuiienHoe coenqunenue yepe3 HTTPS, a ne HTTP, T.e.
npu Habope BeO-aapeca BBoaAu uMeHHoO "https://";

6. B wmoOmibHOM Tenedone orkmoun ¢GyHkuuo "TlogkmoueHue k  Wi-Fi
aBToMaTuuecku'. He momyckaii aBTOMaTHYECKOTO MOAKIIOYEHUS YCTPOMCTBA
k cetsim Wi-Fi 6e3 TBoero cornacusi.

ConmnajibHbIE CeTH

ConuanbHble CETH AKTUBHO BXOJIAT B HAIY JKM3Hb, MHOTHE JIIOJIU Pa0OTaIOT U
KUBYT TaM IOCTOSIHHO, a B Facebook yike 3apeructpupoBad MuuIHapi YeJIOBEK,
4YTO SIBJIICTCSI OJJHOM CE€AbMOM BCEX KUTEIeH IUIaHeThl. MHOTrHMe IOJIb30BATEIIN HE
MOHUMAIOT, YTO WH(pOpPMAIUs, pa3MEIICHHAs UMU B COIMAIBHBIX CETAX, MOXKET
ObITh HaWJEHA W HCMOJb30BaHA KEM YIrOJIHO, B TOM YHCIIE€ HE 00s3aTEIbHO C
0JIaruMu HaMEpEHUSIMU.



OCHOBHBIE COBETHI 110 0€30aCHOCTHU B COIIHAaJIBHBIX CCTAX:

1.  Orpanuus ciucok apy3ei. Y Te0s B Ipy3biX HE JOIKHO ObITh CIIy4alHBIX U
HE3HAKOMBIX JIFO/ICH;

2. 3amumiail cBOI yacTHYIO *u3Hb. He ykasbiBail mapoinu, TenedoHsbl, ajapeca,
JIaTy TBOETO POXKICHUS U APYTYIO JTUYHYIO HH(GOPMALIUIO. 3710YMBIIUIEHHUKU
MOTYT HCTOJB30BaTh Jlake MHPOPMAIMIO O TOM, KaK Thl U TBOU POJUTEITH
MJIAaHUPYETE MPOBECTH KAHUKYIIBI,

3. 3amumiail cBOIO pernyTaluio - JepKH €€ B YUCTOTE W 3ajaBail cebe BOIpocC:
XO0TeNl Obl ThI, YTOOBI APYrHe MOJIb30BATENU BUACIH, YTO Thl 3arpyskaelib?
[Togymaii, mpekJie 4eM 4TO-TO OIyOJIMKOBATh, HAITUCATh U 3aTPY3HTh;

4. Ecnu Thl TOBOpHIb C JIFOJbMH, KOTOPBIX HE 3HAae€llb, HE UCHOJB3YHl CBOE
peaibHOE UMS U JIPYI'yI0 JIMYHYIO MH(POpMAallMU: UMs, MECTO >KUTEIbCTBA,
MECTO y4eObl U IPOYEE;

5. MW36erait pazmemenus (ororpaduit B MHTEpHETE, TA€ Thl HM300pa)k€H Ha
MECTHOCTH, IT0 KOTOPOI MOYKHO OIPEACIIUTH TBOE€ MECTOTIOOKCHHCE;

6. Ilpu perucrpanuu B COUaNbHONW CETH HEOOXOAMMO HCIONb30BATH CIOKHBIE
NapoJId, COCTOsIIIKE U3 OYKB U IM(p U C KOJTMUECTBOM 3HAKOB HE MEHeEe §;

/. Jlns colManbHOW CETH, MOYTH U APYTHMX CAWTOB HEOOXOAMMO HCMOJIb30BATh
pasubie naponu. Torna eciu Te0s B3JIOMAIOT, TO 3IOYMBIIIJICHHUKH MOTyYatT
JOCTYT TOJBKO K OTHOMY MECTY, & HE BO BCE Cpa3y.

DJIeKTPOHHBbIE IEHbI'H

DNeKTpOHHBIC JEHbIM - 3TO OYeHb YAOOHBIM CIOCOO TuTaTeXeH, OJIHAKO
CYILIECTBYIOT MOIIEHHHUKHU, KOTOPBIE XOTAT MOJTYUYUTh 3TU JICHbI .

9J’I€KTpOHHBI€ JACHBI'HN IIOSBUINCH COBCEM HCOABHO M MMCHHO H3-3a 3TOI'O BO
MHOI'MX I'OCyAapCTBax A0 CHUX IIOPp HC IIPOIIKMCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHM QyHKIMOHUPYIOT U O HUX YK€ MPOMKUCAHO B 3aKOHE, T/I€ UX
pPa3aesAoT Ha HECKOJIBKO BHJOB - AaHOHUMHBIC M HE aHOHMMHBbIE. PazHuma B ToM,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pellaeTcsi MNPOBOAUTH oOlepaluu 0e3
UICHTU(UKAIIMY TOIH30BATENs, & B HEAHOHUMHBIX WIACHTH()UKAIUS MOJIb30BATENS
ABJIIETCS 0053aTENbHOM.

Taxxe crnemyer pasnuyaTh DJJIEKTPOHHBIE (QUATHBIE JEHBIH  (PaBHBI
rOCy/IapCTBEHHBIM BaJIIOTaM) M JJIEKTPOHHbIE HepUaTHbIE JACHbI'U (HE PaBHbI
rOCYy/IapCTBEHHBIM BAJIFOTAM).



OcHOBHBIE COBETHI M0 O€301MacHOi padoTe C INEKTPOHHBIMU JIEHbIAMU:

1. TlpuBspku Kk cyeTy MOOMIIBHBIN TenedoH. DTO caMblil yAOOHBIN U OBICTPHIi
croco0 BOCCTAHOBUTH JOCTyN K cuery. IIpuBsizaHHbBIN TenepoH MOMOXKET,
ecnu 3a0yaenib CBOM IUIATEXKHBIM TApoib WM 3aiienb Ha CalT cC
HE3HAKOMOI'0 YCTPONCTBA;

2. HWcnonws3yéhi omHopa3zoBbie maponu. [locie mepexoga Ha YCUICHHYIO
aBTOpHU3AIINIO TeOE yKe He OyJeT yrpoKaTh ONAaCHOCTh KPaXkM UJTM TiepexBaTa
IJIATEKHOTO MAPOJIs;

3. Bribepu cnoxsbiii maponb. IlpectymHmkam OyaeT He MPOCTO yrauaTh
CJIIOKHBIA maposib. HazexxHble maposii - 3TO MapoJik, KOTOPBIE COJEpkKaT He
MeHee 8 3HAKOB U BKJIIOYAIOT B c€0sl CTPOYHbIE U MIPOMUCHBIE OYKBbI, LIUPPbI
U HECKOJIBKO CHMBOJIOB, TaKH€ KaK 3HaK Jojulapa, (pyHTa, BOCKIUIATEbHBIH
3Hak ¥ T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE JAHHBIE HA CAlTaX, KOTOPHIM HE JOBEPSEIIb.

JJIeKTPOHHASA MOYTA

DNEKTpOHHASI MOYTA - 3TO TEXHOJOTHSA U MPEAOCTABISIEMBbIE €10 YCIYTH IO
MEePECHUIKE U MOTYUCHHIO JICKTPOHHBIX COOOIIEHUM, KOTOPBIE pacpeaesiioTCs B
KOMITbIOTEpHOU ceTU. OOBIUHO JJIEKTPOHHBIM TMOYTOBBINA SIIUK  BBITJISIUT
CIEAYIOIIMM 00pa3oM: UMsI_TOJIb30BaTeIA(@uMs_JoMeHa. Takke KpoMe mepenadn
MIPOCTOr0 TEKCTA, UMEETCSI BO3MOXKHOCTh NIepeiaBaTh (pailibl.

OcHOBHBIE COBETHI IO O€30MaCHOM padoTe ¢ ITEKTPOHHOM MOUTOM:

1. Hapno BbIOpaTh MpaBWIBHBIN MOYTOBBINA CEPBUC. B MHTEpHETE €CTh OTPOMHBIIMA
BBIOOp OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JYyYIlIe IOBEPATh TEM, KOTO
3HACIIb U KTO NIEPBBIN B PEUTUHIE;

2. He yxa3piBail B JTWYHOHM TouTe JIMUHYI WHpopManuio. Hampumep, mydire
BBIOpAaTh "My3bIKaNbHBINA (hanaT@" umu "pok2013" Bmecto "temal3";

3. Hcrnonb3yii IBYX3TAIMHYIO aBTOPU3AIMIO. ITO KOTJIa TOMUMO MapOJIsl HYKHO
BBOJIUTH KOJI, IPUChLIaeMblii Mo SMS;

4. Beibepu cIIOXHBIH Tapoib. JJIS Ka)Xaoro ImoYTOBOro SIIUKa AOJKEH OBITh
CBOM HAJICKHBIN, YCTOMYMBBIN K B3JIOMY NapOJIb;

5. Ecnu ectb BO3MOKHOCTh HAIUCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIb3YH
3Ty BO3MOXHOCTB;

6. Hcnonp3yi HECKOIBKO MOYTOBBIX SIIUKOB. [IepBbIil /1711 4acTHOM MepenucKu
C agpecaTamu, KOTOPBIM Thl JOBEpSEIlb. JDTO AJEKTPOHHBINA aJpec HE HaI0
UCIOJIb30BaTh NIPU PETUCTpAIiU Ha (opyMax U carax;



7. He orkpeiBaii ¢aiiiapl W APYrHe BIOKCHUS B THUCbMax, JaXe €CIH OHH
NPUIILTA OT TBOMX Apy3eil. Jlydie yTouHHn y HUX, OTIPABIISIIN JIU OHH TeOe
9TH (HaMIbI;

8. Ilocne okoHuaHHs pabOTHI HAa TTOYTOBOM CEPBHCE MEPE]T 3aKPHITHEM BKJIAJIKU
c caiTom He 3a0y/p HaXKaTh Ha "Beriitu".

Kub6epOyummnr, uiu BupryajabHoe u31eBaTe1bCTBO

KubepOymnmuar  —  mpecieioBaHHWE  COOOIIEHUSAMH,  COAEpKAIIUMU
ockopOneHus, arpeccHio, 3aIyTUBaHHE; XYJIUTaHCTBO; COIMAITEHOE
OOHKOTHPOBAHUE C MIOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO OOpHOE ¢ KHOEPOYIIMHIOM:

1. He Opocaiics B 00ii. Jlyummii criocod: mocoBeTOBaThCS Kak ceO0si BECTH H,
€clii HeT TOro, K KOMy MOKHO OOpaTUThCs, TO BHaydaje YCIoOKouTbes. Eciu
Thl Ha4YHENIb OTBEYaTh OCKOPOJEHUSMHU Ha OCKOPOJCHHS, TO TOJBKO eIle
OosblIe pa3oAOKenTb KOH(IIHKT;

2. YmupaBisii cBoel KuOeppemyTanuei;

3. AHOHUMHOCTH B CETU MHHUMas. CynleCTBYI-OT CITOCOOBI BBISICHUTBL, KTO CTOUT
34 aHOHMMHBIM aKKayHTOM;

4. He crour BecTH XYJIUTaHCKUM oO0pa3 BUPTYyaldbHON >KuU3HU. VIHTEepHeT
dbuKcHpyeT BCe TBOU JICUCTBHSI M COXpaHSACT UX. Y JAIUTh MX OyIeT KpaiHe
3aTPYAHUTEIBHO;

5.  Cobimromaii cBOIO BUPTYAIbHYIO YECTh CMOJIONY;

6. Urnopupyit emunuusblii  HeraTuB.  OJHOpPA30BbIE  OCKOPOHUTENBHBIC
cooOlIeHus Jydiie HUrHopupoBarb. OOBIMHO arpeccus NpeKpallaercs Ha
HAYaJIbHOW CTaJINU;

7. banp arpeccopa. B mporpammax oOmMeHa MIHOBEHHBIMH COOOIIECHUSMH, B
COIMAIBHBIX CETSIX €CTh BO3MOXHOCTh OJIOKUPOBKH OTHPABKH COOOIIECHUM C
OIPEJIETICHHBIX a/IPECOB;

8. Ecmm TeI cBunerens kubepOymmmHra. TBou AeMCTBHA: BBICTYNUTH MPOTHB
npecienoBaTens, IoKa3aTb eMy, YTO €ro JEHCTBUS OLEHUBAIOTCS HETATUBHO,
NOJIIEPKATh KEPTBY, KOTOPOM HYKHA MCHUXOJIOTMYECcKasi MOMOIIb, COOOLIUTh
B3pOCIIBIM O (paKTe arpeCCUBHOIO MOBE/ICHHUS B CETH.



MooOuibHbIN TesedoH

CoBpeMeHnHbIe cMapTHOHBI M TUIAHIIETHI COAEpKaT B ce0e BIIOJTHE B3POCIbI
GyHKIIMOHANI, W Tenepb OHM MOTYT KOHKYPUPOBaTh CO CTAallMOHAPHBIMU
KoMIibloTepamMu. OJIHAKO, CPEACTB 3aIIMUTHI ISl MOAOOHBIX YCTPONCTB ITOKAa OYCHB
Masio. TecTtupoBaHMe W TIOMCK YA3BUMOCTEH B HHUX MPOUCXOAUT HE Tak
MHTEHCUBHO, Kak 1y [1K, To ke camoe kacaeTcsi 1 MOOMJIbHBIX MPUIIOKECHHUH.

CoBpeMeHHbIE MOOWIIbHBIE Opay3ephl YK€ MPAKTUYECKH TOTHATU HACTOIbHBIE
aHAJIOTH, OJIHAKO pacHmpeHrue (YHKIHOHATA BIEYET 3a COOOW OOJBIIYIO
CJI0’)KHOCTh M MEHBIIIYIO 3al[UIIEHHOCTD.

I[EU'IGKO HC BCC IIPOU3BOAUTCIN BBIITYCKAIOT O6HOBJ’I€HI/I$I, 3aKPbIBAIOIINUC
KPUTUYCCKUC YA3BUMOCTH IJIsI CBOUX yCTpOfICTB.

OcCHOBHBIE COBETHI /IJIs1 0€30MaCHOCTH MOOMJIBHOTO TenedoHa:

1. Hwuero He sBISETCS IMO-HACTOAIIEMY OecCIIaTHBIM. Byab OCTOpOXKEH, Belb
Korja tebe mpesiararoT OeCIUIaTHBIM KOHTEHT, B HEM MOT'YT OBITh CKPBITHI
KaKHe-TO TUIaTHBIE YCIYTH;

2. Jymaii, npexne yeM otnpaBuTh SMS, ¢oto unu Buneo. Tl TOYHO 3HAEMIb,
r7ie OHU OYIyT B KOHEUHOM UTOre?

3. Heo0xomnMo 0OHOBJIATH OTMIEPAIMOHHYIO CUCTEMY TBOETO cMapT(OHA;
4. Hcronb3yi aHTUBUPYCHBIE MPOTPAMMBI JISI MOOMIIBHBIX TEIE(OHOB;

5. He 3arpyxaii npujioxeHHUs OT HEU3BECTHOI'O MCTOYHUKA, BEIb OHU MOTYT
COJIEP>KATh BPEIOHOCHOE MTPOrpaMMHOE 00ECIICUEHHUE;

6. Ilocne Toro kak Thl BBIMJEIIb C CalTa, /i€ BBOJWJI JIMYHYIO HH(GOPMAIIUIO,
3aiiin B HACTPOiKU Opay3epa u ynanu cookies;

7. Tlepuogmdecku MpOBEpsii, Kakue IJIATHBIC YCIYTH aKTUBHUPOBAHBI HA TBOEM
HOMEDE;

8. JlaBail cBoM HOMep MOOWJIBHOrO TeneOHa TOJIBKO JIIOASIM, KOTOPBIX ThI
3HaelIb U KOMY JTOBEpSCIIb;

9. Bluetooth nomkeH ObITH BBIKJIIOYEH, KOTJa Thl UM HE Moib3yemibces. He
3a0bIBail HHOT]a TPOBEPATH ITO.



Online urpsl

CoBpeMeEHHBIE  OHJIAWH-UIPBI - 3TO  KPacO4YHbIC, 3aXBaThIBAIOIINE
pa3BiieueHus, OOBEAUHSIOIIME COTHH ThICSY YEJIOBEK MO Bcemy mupy. Wrpoku
UCCIIEAYIOT JIaHHBIH MM MHp, OOLIAIOTCS APYr C JPYTOM, BBINOJHSIOT 3a/laHus,
CpakaloTCsl ¢ MOHCTPAMHM M IIOJYYarOT OIBIT. 34 YAOBOJIBCTBUE OHU IUIATAT:
MOKYTAIOT JUCK, OTUIAYMBAIOT a0OHEMEHT WM MPUOOPETAIOT KaKHe-TO OMIUH.

Bce 3tu cpenctBa uayT Ha NMOAAEPKAHUE U PA3BUTHUE UTPHI, @ TAKXKE HA CaMy
0€30MMacHOCTb: COBEPIICHCTBYIOTCS CHUCTEMbI aBTOPU3AIMH, BBITYCKAIOTCS HOBBIE
naTuu (HudpoBbIe 3aIUIATKU AJIS POTrpamMM ), 3aKphIBAIOTCS YI3BUMOCTH CEPBEPOB.

B nogo0OHBIX Urpax CTOUT OMacaThCsi HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
KpaXXu TBOETO MapoJisi, HA KOTOPOM OCHOBAaHA CHUCTEMAa aBTOPU3ALMH OOIBIIMHCTBA
urp.

OCHOBHBIC COBETHI ITO0 0€30IaCHOCTH TBOETO HUI'PpOBOI'0 aKKayHTa:

1. Ecnu npyroit urpok Beaer cedsi IUIOXO WIM co3[aeT TeOe HEmpHUSTHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. Iloxanyiics aAMUHUCTPATOpaM UIPhl Ha IUJIOXO€ MOBEACHHE 3TOr0 HUIPOKa,
JKEJIAaTEJIbHO IIPUI0KUTh KaKUe-TO J0Ka3aTelIbCTBA B BUJE CKPUHOB;

He yka3biBaii TMuHy0 HHpOpMalKIO B Tpodaiisie urpsl;
YBaxkail Ipyrux y4aCTHUKOB I10 UIPE;
He ycranaBnuBaii HeouIManbHbIE TATIYH U MOJIBL;

Hcnosnb3yl CIIO)KHBIE U pa3HbIE TAPOJIH;

N o a0 &~ W

Jlaxxe BO Bpemsi UTpbl HE CTOUT OTKJIIOYATh aHTUBUPYC. [loka ThlI urpaemis,
TBOW KOMIIBIOTEP MOT'YT 3apa3UTh.

q)I/IIIII/IHF, NJIN Kpama JIMYHBIX JAaHHBIX

OOBIYHOI Kpakel AeHET U IOKYMEHTOB CEroHs YK€ HUKOrO HE YAUBHILb, HO
C pa3BUTUEM HHTEPHET-TEXHOJIOTMH 3JO0YMBILUIEHHUKH IEPEMECTUINCH B
UHTEPHET, U MPOJOJIKAIOT 3aHUMAThCA "MIOOMMBIM" J€IIOM.

Tak mosiBUIace HOBas yrpo3a: WHTEPHET-MOIIEHHUYECTBAa WM (DHILIWHT,
rJIaBHAs 1€Jb KOTOPOrO COCTOUT B TONYYEHHHM KOH(PHICHUUATIbHBIX JaHHBIX
HoJIb30BaTeNel - JOrMHOB U maposieil. Ha anrnmiickom si3pike phishing uutaercs
kak ¢pumuHr (ot fishing - peiOHas noid, password - mapoip).

OcHOBHBIE COBETHI IO 00pbOE C (PUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecnu ThI oj03peBaeiiib, 4TO TBOSI aHKETa ObLia



B3JIOMaHa, TO HEOOXOIMMO 3a0JIOKHPOBATh €€ U COOOIIUThH aIMUHUCTPATOPAM
pecypca 00 3TOM Kak MOYKHO CKOpee;

2. Hcnonw3yit Ge3omacHbie BeO-CaiiThl, B TOM YHCJIE, WHTEPHET-MarasmHoB U
IIOMCKOBBIX CUCTEM;

3. MHcmonb3yii crnoxHble W pasHble maponu. Takum oOpa3om, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIIJIEHHUKHU MOIyYaT JOCTYH TOJIBKO K OJTHOMY TBOEMY
poQUITIO0 B CETH, a HE KO BCEM;

4.  Ecnu Tebs B3j0Mald, TO HEOOXOJUMO MPEAYNPEIUTH BCEX CBOUX 3HAKOMBIX,
KOTOpbI€ J00aBJeHbl y TeOsS B JPYy3bsiX, O TOM, 4YTO TeOs B3JIOMalu W,
BO3MOKHO, OT TBOEro HMMEHHM OyIeT pacchbulaThbCsi CIaM U CChUIKM Ha
(UIIMHTOBBIE CAMTHI;

5. YcranoBu HagexHsbli mapoib (PIN) Ha MoOMIBHBIN TenedoH;
6. Ortkiaroun coxpaHeHHue mapois B opaysepe;

/. He ortkpeiBail ¢ailnbl U JApyrue BIOXKEHHS B NHUCbMaxX, JaXe €CIU OHH
OPULIUIA OT TBOUX Jpy3ell. Jlyuine yTouHu y HUX, OTHPABISUIA JU OHU Tede
3THU (HaMIIbIL.

Mudposas penyrauus

[udposas penyraiuus - 3T0 HEraTUBHAs WM MMO3UTUBHAS HH(GOpMAIIUS B CETU
o tebe. Kommpomerupyromas nHpopManus, pasMelIeHHas B UHTEPHETE, MOXKET
CEpbE3HBIM 00pa3oM OTpa3UThCcsl Ha TBOEH peanbHOM ku3HU. "Lludposas
penyrtanus" - 3T0 TBOM UMUK, KOTOPBIM opmupyerca u3 uHpopmanuu o tede B
UHTEPHETE.

TBoe MecTO KUTENbCTBA, y4eObl, TBOE (UHAHCOBOE MOJI0KEHHE, OCOOCHHOCTH
XapakTepa U pacckasbl 0 OJM3KUX - BCE ATO HAKATUIMBAETCS B CETH.

MHorue MOAPOCTKH JIETKOMBICIICHHO OTHOCSTCS K IIYOJIMKAIlMH JTUIHOMN
uHpopMmaruu B VHTEepHETE, HE TTOHMMAasi BO3MOXKHBIX TIOCTEACTBHMA. ThI axe HeE
CMOJXKEIIb JOTafaThCs 0 TOM, 4To (hoTorpadus, pa3MenieHHas 5 JIeT Ha3aa, crajia
NPUYUHON OTKa3a MPUHATH T€OS Ha padoTy.

KomMenTtapuu, pasmenienrne TBoux ¢ororpaduii u Apyrue AelCTBUS MOTYT
HE HMCYE3HYTh Ja)X€ IIOCJIE TOro, Kak Thl MX YJaldullb. [bl HE 3Haellb, KTO
COXpaHWwI 3Ty WUH(POpPMAIMIO, MOlaja JU OHAa B IIOMCKOBBIE CHUCTEMBI U
COXpaHWJIach JU OHA, a TJIABHOE: YTO MOAYyMAlOT O TeOe OKpY’Karollue JIIO/IH,
KOTOpbIE HAWAYT U YBUIAT 3T0. HaliTu mHdOpManuio MHOrO JIET CIYCTsI CMOXKET
TH000M - Kak U3 T0OphIX NOOYKJIEHUW, TaK U ¢ HAMEPEHUEM MPUYUHUTH Bped. ITO
MOJKET OBITh KTO YTOJIHO.



OcHOBHBIE COBETHI M0 3aIIUTe HU(POBOI penyTanuu:

1. Tlomymaii, mpexae 4eM 4To-TO MyOJMKOBaTh W TepeaaBaTh y cebs B Oiore
WJIH B COIMAJILHOM CETHU;

2. B Hacrpoiikax mnpoduisi yCTaHOBM OrpaHUYEHHs Ha MPOCMOTP TBOETO
npoduIs U €ro COAEPKUMOTO0, caeiai ero ToiabKo "mis apyseu”;

3. He pa3memaii u He yka3piBail MHGOpPMALUIO, KOTOpas MOXET KOro-Jiudo
OCKOPOJISATh WIIK OOUKATh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE UIIKOJIBHUKM - AaKTUBHBIE IOJIb30BaTeld  LU(POBOro
npocTpaHcTBa. OAHAKO Jalleko HE BCE 3HAIOT, 4YTO MOJb30BAaHUE MHOTMMHU
BO3MOXXHOCTSIMM ~ IM(poBOro  Mupa  TpeOyeT  coOMOJEeHHs  TOpaB  Ha
UHTEJUIEKTYaIbHYI0 COOCTBEHHOCTb.

Tepmun '"uHTeNNIEKTyalbHAas COOCTBEHHOCTh" OTHOCUTCS K Pa3IMYHBIM
TBOPEHHSIM YEJIOBEYECKOTO yMa, HauyMHas C HOBBIX HM300pETEHUN W 3HAKOB,
0003HavarONMUX COOCTBEHHOCTh Ha MPOJYKTHI U YCIYTH, U 3aKaHYMBass KHUTaMH,
dororpadusmu, KHHOGUITEMAMHA U MY3bIKAJIbHBIMU TTPOU3BEICHUSMHU.

ABTOpCKHE TpaBa - 3TO IpaBa Ha HMHTEIUIEKTyaJlbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JIUTEPATYPhl U UCKYyCcCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B
KaueCcTBE TApaHTHH TOr0, YTO WHTEUIEKTYaJIbHBIN/TBOPUYECKUN TPy aBTOpa HE
OyneT HampacHbIM, JacT €My CIpaBeIJIUBbIE BO3MOXXHOCTH 3apaboTaTh Ha
pe3yibTarax CBOEro TpyJAa, MOJYYUTh WM3BECTHOCTh M Tpu3HaHue. Hukro 06e3
paspemieHns aBTOpa HE  MOXET  BOCHPOMU3BOIWTH €0  NPOU3BEACHHE,
pacnpocTpaHsiTh, NYOJUYHO JEMOHCTPUPOBATH, IMPOJABaTh, HUMIIOPTHUPOBATH,
NyCKaTh B MPOKAT, MyOJWYHO HCIOJHATH, MOKA3bIBATh/UCIIONHATh B dPUPE WIU
pasmemars B IHTEpHETE.

Hcnonb3oBanue "MUpaTckoro” nporpaMMHOI0 00ECTIEUEHHSI MOKET MPUBECTU
K MHOTHM PHUCKaM: OT IOTEPU JaHHBIX K TBOMM aKKayHTaM /10 OJIOKUPOBKHU TBOETO
yCTpOWCTBA, TIJ[€ YCTAHOBJIEHA HeNeraiabHas nporpamma. He crour Taxke
3a0bIBaTh, YTO CYIIECTBYIOT JIETaJbHbIE U OECIIaTHBIE MPOTrpamMMbl, KOTOPBIE
MO’KHO HalTH B CETH.

O nopmane

CereBu4ok.p) — TBOM TJaBHBI COBETYHMK B CETH. 3/€Ch Thl MOXKEIIb Yy3HAaTh O
0€30MacHOCTH B CETH TMOHATHBIM U JOCTYIMHBIM SI3bIKOM, a MPH BO3HUKHOBEHHWU KPUTHUYECKOMN
CUTYyaIlMM OOPATUTHCS 3a COBETOM. A TakXe MPHUHATH ydyacTHe B KOHKYpCax M CTaTh CaMbIM
U(POBBIM TpakTIaHUHOM !



